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Firewall: the first line of defense

Firewalls are the first line of defense that face the current evolving threats. It is a critical
component that include full next generation features to protect an organization from internal and
external threats while maintaining stateful firewall features such as VPN support or packet filtering.
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assessment to avoid intrusions.
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Managed firewall is one of the services that operate from within the Orange Security Operations Center.
At Orange SOC, . We know that if our customers are satisfied,
they will allow us to build long-term relationships and help us provide better services to all our customers.

A complete managed firewall service Our extra services available for you

Orange Cyberdefense will provide a dedicated Threat protection policy management: deliver
customer solution based on performance-, feature an initial IPS/IDS policy built according to customer
requirements and business needs and will: environment & will provide, continuous tuning

Deploy physical, virtual, or public cloud Firewalls & reporting.

Deliver the service Application policy management: maintain the

continuous change in business application & will

and products. build, tune, and application control policy following
customer environment with regular reporting.
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Your benefits

Complete policy management @ First line of defense
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EEEE and platform expertise as a service D&’:‘ for IPS/IDS policy and application control
18 SOCs spread throughout the world el
monitor and respond to events 24/7/365 Integration with Orange Cyberdefense
threat intelligence
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A full risk assessment End-to-end managed service
“.‘ Full change, incident & problem Complete tracking for asset life cycle
vl e Detailed release management for hardware
assessments .
& software operating systems
REGUIEN |Zelte) [N Batch & vulnerability tracking
What do we do?
Deployment of the firewall platform
Platform management [change, incident management]
When should you consider it? Asset management
License lifecycle management
If you require engineers to help deploy and Application control policy built based on customer’s
manage firewall platform environment
- . . IPS/IDS policy built based on customer’s environment
If you have limited security engineer resources [Premium]
and want to have full managed service including
change & incident management What will you get?
If you require continues tuning & alerting for Fully managed platform
application control & IPS/IDS policy following Change/incident management
your dynamic environment Regular policy review

Application policy management
Threat protection policy management [Premium]
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. 4 CERTSs operate continuously

. 4 scrubbing centers to mitigate DDoS attacks

For more information, contact : info@orangecyberdefense.com
Follow us : www.orangecyberdefense.com




