
Modern cybersecurity operations involve ingesting and  
processing a huge amount of information from diverse 
sources. These various data points are used to by secu-
rity teams to make minute-by-minute decisions on how 
to spend scarce time and resources. The wrong decision 
leaves the organisation exposed whilst precious time, mon-
ey and energy are wasted.

With the landscape constantly changing and the adversary 
constantly evolving, a wrong decision, or a delayed deci-
sion can have devastating consequences. Businesses need 
sound intelligence with which to make sound decisions. Not 
too much, but not too little. Not too soon, but not too late. 
World Watch do reply to this need with actionable reports 
that are accurate, relevant, clear and timely. (This is the 
basis of every elective modern security operation).

Orange Cyberdefense’s World Watch service works on 
behalf of the customer to collect, analyze, prioritize, con¬-
textualize and summarize global, geographical and vertical 
threat intelligence. The reports provide actionable security 
intelligence relevant to the business, its infrastructure, pro-
cesses and applications.

The service takes in a continuous stream of data from a 
variety of open, commercial and proprietary data sources. 
The streams are manually triaged and distributed to provide 
the essential threat and vulnerability data our customers 
need to make good decisions, whilst filtering out fear, 
uncertainty and doubt (FUD) and other hyperbole that can 
distract and disorient security operations teams.

World Watch

Key service components

 Threat and vulnerability information

 ▪ Based on disclosed information, Orange  
Cyberdefense’s own research, open-source information, 
threat feeds, partner and proprietary threat intelligence 
feeds

 Information triage and analysis to determine

 ▪ Accuracy

 ▪ Significance

 ▪ Relevance

 ▪ Risk level 

 
 
 
 Standard advisories including the following   
	 fields

 ▪ Executive summary

 ▪ What you will hear

 ▪ What it means

 ▪ What you should do

 ▪ External links

 ▪ Indicators of compromise

Key	benefits
Intelligence collection and analysis

Analysts collect, triage and review multiple sources to  
determine relevance to specific business environments. 
 
Regular security intelligence signals

Relevant and significant alerts are published to the portal as  
soon as they have been verified, analysed and appropriately  
categorised.

Support

Support is available via email or the portal to assist with clarifi-
cation or elaboration of specific advisories.

For more information check www.orangecyberdefense.com!


